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Implementing Messaging and Directory Services  
in Federal Agencies:  

The Real Cost of Inactivity 
When federal agencies must do more with fewer resources  
while keeping data safe and secure, can they afford not to 
consolidate messaging and directory services and streamline 
operations in the cloud? 
 

EXECUTIVE SUMMARY 

The sequester and ongoing recession have spurred public and media interest 

in how federal agencies manage programs—they want to know where every 

tax dollar is going, and they want those dollars spent wisely. Passage of 

accountability-driven laws and regulations, such as the Federal Funding 

Accountability and Transparency Act of 2006, the American Recovery and 

Reinvestment Act of 2009, and the Open Government Directive of 2009 and 

2010 mean agencies must be accountable for every expenditure, and must 

constantly look for ways to increase efficiency and reduce costs. 

Add to that the Obama Administration’s “Big Data Research and 

Development Initiative,” which mandates that agencies find ways to improve 

their extraction of knowledge and insights from large and complex 

collections of digital data. While this directive does not directly pertain to 

messaging and directory services, it does mean that ultimately agencies must 

move to cloud environments to meet their mandates. 

With approximately 80,000 federal employees entering and exiting the 

workforce each month1, provisioning and de-provisiong represents an area 

with a tremendous potential for cost savings. Tools such as Active Directory 

increase efficiency and reduce costs by at least 100%, if not more. And by 

taking advantage of the cloud environment, agencies further streamline 

operations by consolidating to a central location. 

As systems become more integrated and complex, and as cloud computing 

becomes more ubiquitous, cyber security is a growing concern. In a late 2012 

study Market Connections conducted for Lockheed Martin and its Cyber 

Security Alliance Partners, of which Dell is a member, 85% of agencies cited 

cyber security as a high priority, and 83% of agencies have one or more cyber 

security initiatives in place. 

Given these two challenges, the latest research from Dell Software and 

Market Connections set out to determine to what extent agencies are 

taking advantage of automating their processes.  

  

                                                           
1 OPM Federal Employment Reports, Employment and Trends June 2012, http://www.opm.gov/policy-data-oversight/data-

analysis-documentation/federal-employment-reports/employment-trends-data/2012/june/table-17/  

Dell Software 

commissioned leading 

government market 

research provider 

Market Connections, 

Inc. to poll federal IT 

workers on awareness 

of, and attitudes 

toward, the use of  

cloud technology for 

messaging and directory 

services in federal 

agencies, especially the 

process and timelines 

associated with 

provisioning and de-

provisioning users. 

 

https://fsrs.gov/
https://fsrs.gov/
http://www.recovery.gov/About/Pages/The_Act.aspx
http://www.recovery.gov/About/Pages/The_Act.aspx
http://www.whitehouse.gov/open
http://www.whitehouse.gov/sites/default/files/microsites/ostp/big_data_press_release_final_2.pdf
http://www.whitehouse.gov/sites/default/files/microsites/ostp/big_data_press_release_final_2.pdf
http://www.opm.gov/policy-data-oversight/data-analysis-documentation/federal-employment-reports/employment-trends-data/2012/june/table-17/
http://www.opm.gov/policy-data-oversight/data-analysis-documentation/federal-employment-reports/employment-trends-data/2012/june/table-17/
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SPEED OF TRANSITIONING USERS 

The federal workforce totals over 4.4 million employees—2.7 million civilian 

and 1.6 million uniformed military2. These users all need access to 

messaging services, shared directories and other technology resources. 

Assuming an average turnover of 80,000 personnel/month3, how quickly 

agencies provision and de-provision users has a tremendous impact on 

operational costs. 

Provisioning New Users 

There are two primary costs associated with provisioning users. First are the 

costs of lost productvity: When new employees obtain access to files, 

folders, printers, email, applications and databases based on their role from 

day one, they’re immediately productive—adding to the agency’s efficiency 

and ability to do more with less. Assuming an average salary of $50,000, 

every day of lost work due to slow provisioning costs nearly $200. This is a 

potential cost of $200 to $4,000 for each new hire. A large agency with 

5,000 new hires a year could lose $1M to $20M per year. An agency with 

500 new hires a year could lose $100,000 to $2M per year. 

Despite these costs, almost half (41%) of respondents say their agency takes 

one week to more than two weeks to fully provision a user, while more than 

a quarter (28%) take four business days to two weeks. 

There is also a human resources cost to slow 

provisioning. With automated systems, it 

takes less than five minutes of human 

interaction to provision a user. Assuming 

labor costs without using automated tools 

are $100 per user and employee turnover in 

a large agency is 5,000 people per year, that 

is an annual cost of $500,000 just in 

onboarding new employees. By contrast, an 

automated system like Active Directory costs 

only five percent of traditional onboarding 

practices, at 50 cents per user for $2,500 per 

year in onboarding new employees. 

The poll asked if agencies believe they are 

adequately staffed to meet their directory 

services needs. The 23% of respondents who 

believe their organizations are adequately 

staffed to meet the future needs of 

messaging and directory services are quicker 

to fully provision a new user.  

                                                           
2 2011 Federal Employment Reports, OPM, http://www.opm.gov/policy-data-oversight/data-analysis-documentation/federal-

employment-reports/historical-tables/total-government-employment-since-1962/  
3
 OPM Federal Employment Reports, Employment and Trend June 2012, http://www.opm.gov/policy-data-oversight/data-

analysis-documentation/federal-employment-reports/employment-trends-data/2012/june/table-17/  

“Data show that those 

who believe they’re 

adequately staffed are 

really ‘throwing people’ 

at the problem. This 

strategy is expensive 

and prone to errors. 

Federal agencies have 

an opportunity here to 

reduce labor costs and 

increase security with 

the right technologies.” 

PHILLIP SOLOWESZYK 
DIRECTOR, CONSULTING SERVICES 
DELL SOFTWARE | PUBLIC SECTOR 
SALES & MARKETING 

http://www.opm.gov/policy-data-oversight/data-analysis-documentation/federal-employment-reports/historical-tables/total-government-employment-since-1962/
http://www.opm.gov/policy-data-oversight/data-analysis-documentation/federal-employment-reports/historical-tables/total-government-employment-since-1962/
http://www.opm.gov/policy-data-oversight/data-analysis-documentation/federal-employment-reports/employment-trends-data/2012/june/table-17/
http://www.opm.gov/policy-data-oversight/data-analysis-documentation/federal-employment-reports/employment-trends-data/2012/june/table-17/
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A significantly greater proportion of respondents from civilian agencies believe their organizations are 

adequately staffed to meet their future messaging and directory services needs. Yet there is a 

disconnect—almost half of defense agencies and one-third of civilian agencies take more than one week 

to provision new users. Almost one-third of agencies that take more than one week for provisioning 

believe they are adequately staffed.  

De-Provisioning Users 

Cyber security is a primary concern across 

defense and civilian agencies. De-provisioning 

users is an area where agencies can mitigate the 

security threat through automated systems that 

dramatically speed the process. Manual de-

provisioning is time-consuming—staff must track 

down not only the user’s identities, but all 

instances of systems or applications in which 

that identity is given access. 

Almost 60% of respondents believe their 

organizations are adequately staffed to de-

provision users in less than 24 hours. However, 

more than half (54%) of all agencies take longer 

than one day to de-provision users. One-third of 

agencies who believe they’re adequately staffed 

take more than one day—10% take one to two 

weeks. With nearly one million federal 

employees transitioning each year, slow de-

provisioning—anything longer than a few 

hours—represents a gaping security hole.  

While one day may feel comfortably quick, 

consider the security risk:  

 A terminated employee retains access to 

HIPAA compliant records. This employee leaks 

one during the de-provisioning period—

through malicious or inadvertent exposure of 

documents—leading to large fines for the 

agency.  

 A terminated employee is able to use an 

active badge to gain access to the facility after 

hours, accessing and removing confidential 

information. 

Regardless of the scenario, and whether 

deliberate or accidental, there is a huge cost in 

liability for inappropriate access. In the Cyber 

Security Alliance study, respondents cited data 

breaches and data leaks among the top cyber 

threats. 
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 MOVING TO THE CLOUD 

While more than half (52%) of agencies are in 

the process or have fully implemented 

messaging in the cloud, a significantly greater 

proportion of civilian agency respondents than 

defense indicate their organizations have their 

messaging fully implemented in the cloud. 

More than a  quarter of all agencies (28%) 

either have a plan but have not started, or are 

assessing the opportunity but do not have a 

plan. A significantly greater proportion of 

defense agencies are in the planning stage of 

moving messaging to the cloud. However, 

almost one-third (28%) of defense agencies are 

not considering implementing messaging in 

the cloud, compared to 17% of civilian 

agencies.  

When it comes to Directory Services, the 

numbers are very different. Only 15% of 

agencies have fully implemented directory 

services in the cloud, with 31% in the process 

and 20% not considering the cloud for 

directory services.  

While cyber security concerns are a likely 

factor in the reticence to move to the cloud, 

the implications of inaction are three-fold: 

 There is a significant security risk of 

maintaining an on-premise environment 

instead of moving to a managed cloud 

environment. A cloud environment 

improves security by centralizing and 

consolidating resources: servers are 

centralized and professionally managed. 

Staff are not spread thin across a variety of 

disparate environments and/or geographic 

locations, making managing the data more 

efficient. 

 Maintaining on-premise environments 

drives up operational and infrastructure 

costs.  

 Agencies not planning a move to the cloud 

are behind the curve on the Big Data 

Research and Development Initiative.  

  

http://www.whitehouse.gov/sites/default/files/microsites/ostp/big_data_press_release_final_2.pdf
http://www.whitehouse.gov/sites/default/files/microsites/ostp/big_data_press_release_final_2.pdf
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CONCLUSIONS 

While there have been significant strides in moving agencies toward 

automated services and cloud environments, there is still much to do to 

manage federal agencies securely and efficiently. Continuing to use 

antiquated process and procedures for provisioning and de-provisioning 

users is costing the federal government millions of dollars each year, and 

creating security gaps that could be devasting, at a time when cyber threats 

are among the greatest to the nation’s security. This represents a real—and 

significant—cost of inactivity. Now is the time to harness opportunities to 

increase efficiency and decrease security risks. 

Even organizations who believe they are adequately staffed can lower costs 

and increase efficiency with Active Directory—and free up man hours for 

mission-critical activities.  

Automated systems reduce costs and provide consistency. And automation 

can help the organization strictly and consistently enforce regulatory and 

organization-specific policies: improving security as well as provide a 

consistent and stable environment. The long-term benefits clearly outweigh 

the short-term costs of adopting these technologies. 

ABOUT THE STUDY 

Dell Software commissioned leading government market research firm 

Market Connections, Inc. to determine the steps government agencies were 

taking to automate the provisioning and de-provisioning of employees, and 

the degree to which they have moved these services to the cloud. Civilian 

agencies represent 65% of respondents and defense agencies represent 35%. 

ABOUT DELL SOFTWARE 

Dell Software makes it easy to securely manage and protect applications, 

systems, devices and data to help organizations of all sizes fully deliver on 

the promise of technology. Dell’s simple yet powerful software—combined 

with Dell hardware and services—provide scalable, integrated solutions to 

drive value and accelerate results. Whether it's Windows infrastructure, the 

cloud and mobile computing, or networks, databases and business 

intelligence, Dell dramatically reduces complexity and risk to unlock the 

power of IT. www.dell.com/software  

ABOUT MARKET CONNECTIONS, INC. 

Market Connections delivers actionable intelligence and insights that enable 

improved business performance and positioning for leading business, 

government agencies and trade associations. The custom market research 

firm is a sought-after authority on preferences, perceptions and trends 

among government executives and the contractors who serve them, offering 

deep domain expertise in information technology and telecommunications; 

healthcare; and education. For more information visit: 

www.marketconnectionsinc.com.  

To ensure/maintain 

security in the cloud, 

look for a cloud 

environment with 

security certifications 

such as NIST, ISO 

and FedRAMP. 

 

“Anything slower than 2 

hours to de-provision a 

user is too slow and 

exposes the agency to 

increased security 

risks.” 

PHILLIP SOLOWESZYK 
DIRECTOR, CONSULTING SERVICES 
DELL SOFTWARE | PUBLIC SECTOR 
SALES & MARKETING 

http://www.dell.com/software
http://www.marketconnectionsinc.com/

